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It is often said that backup is the final 
backstop when it comes to 
preventing data loss, however in 
reality there is one backstop after 
backup, and that is Data Recovery. 
As an example what happens if your 
backup tape gets damaged, Data 
Recovery becomes the only possible 
way to get your data back. Unlike 
Backup or Replication or Continuous 
Data Protection (CDP), Data 
Recovery is not typically performed 
by an IT Manager. Recovering data 

from broken media requires tools and 
expertise that are more specialist 
than those seen in day-to-day IT 
practice.  This guide aims to explain 
how data can be recovered and what 
it can be recovered from. We also 
look at the other side of the coin, the 
fact that data can be recovered in 
this way also shows that total 
destruction of data, complete 
removal of the data footprint from 
storage media, is something that 
requires thought and effort. Sensitive 

data can be reclaimed from a hard 
drive that has simply been formatted. 
In this guide we also look at the 
options for secure and total data 
destruction. I hope you find this 
guide useful and informative. 

Yours in Data & Storage 

Allan Guiam - Editor 
Data&StorageASEAN
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With more than 15 years of 
experience as a successful IT sales 
professional in the Singapore and 
South Asia region,  CK has served the 
majority of this time in sales 
leadership positions in IT services and 
consulting businesses.

In his leadership position as Country 
Manager Singapore and Hong Kong 
for Kroll Ontrack he oversees, sales, 
channel management and Data 
Recovery operations for the Asia 
region. 

CK accelerated the expansion of the 
Kroll Ontrack operations since 2011 

by doubling the service and clean 
room facilities and expanding the 
network of partners and resellers. He 
and his team established one of the 
fastest growing locations in the 
worldwide network of Kroll Ontrack 
service locations.

Kroll Ontrack is the secure partner of 
choice for industries, governments 
and individuals with critical data 
recovery and data destruction needs.

CK’s considerable knowledge has 
been invaluable in creating this 
comprehensive guide.



All storage media, whether tape, HDDs, 
optical discs or SSDs, will fail eventually 
– that is just an inevitable fact of life. 
HDD vendors brandish the Mean Time 
Between Failure (MTBF) as an indicator 
of the media’s reliability but the truth is 
that MTBF is a popular statistical 
number that cannot accurately predict 
the behavior of an individual drive. 

FAILURE IS A FACT OF HDD LIFE
The reality is that some HDDs simply 
fail because of worn out parts while 
others fail prematurely for any one of 
various reasons, including excessive 
heat, electrical surge or component 
failure. Failure could also be attributed 
to human error or software. Self-
Monitoring, Analysis and Reporting 
Technology or (SMART) was developed 
to detect and report on various 
indicators of reliability, in the hope of 
anticipating failures. Other warning 
signs include repeated but recoverable 
read or write errors, unusual noise, 
excessive and unusual heating. The 
failure can be instant and total, a result 
of cumulative damage, with data 
partially or totally recoverable. 

The most notorious cause of drive 
failure is a head crash. Each HDD has 
one or more read-write-head that 
hovers just above the surface of the 
platter. Each HDD platter is coated with 
a very thin layer of non-electrostatic 
lubricant so that the head glances off 
the platter surface when a collision 

occurs. Because the head hovers just 
nanometers above the platter surface 
the risks of collision is real. A head 
crash occurs when the head touches a 
platter or scratches the magnetic 
surface causing data loss. Unless 
performed by an expert with specialist 
tools data recovery attempts may cause 
further damage, and in some instances 
make recovery impossible. 

You may have also heard of stiction. 
Demands for more compact drives have 
lead to very tight space and when 
exposed to very high internal operating 
temperatures and humidity, there is a 
potential for accelerated breakdown of 
surface lubricants. When the drive is 
powered off, the now-broken-down 
lubricant would become quite viscous 
and sticky and can potentially cause 
the read-write head to literally stick to 
the platter. Modern HDDs use ramps to 
park the heads when powered down. 
Referred to as ramps, the design 
ensures the heads don’t touch the 
platters and allows the voice coil 
actuator to be shut down to save 
power, so the heads are also frequently 
unloaded when the drive is idle. Others 
HDD manufacturers park the head in a 
“landing” zone – an area that consists 
of a controlled array of nanometer-level 
‘bumps’ on the disk surface.

HDDs also come with air filters that 
equalize the atmospheric pressure and 
moisture inside the drive enclosure to 
its outside environment. It also prevents 
outside dust from entering the drive. A 
single particle that lands on a platter 
can cause a head crash once the head 
sweeps over it. This creates what is 
called a bad sector. Bad sectors are an 
indication of imminent failure.

Failure of a HDD’s controller board may 
also render the drive inoperable but the 
data is usually recoverable. A drive 
could also experience bearing or motor 
failure as a result of wear and tear. 

Other forms of HDD failure can be a 
result of human error, overwriting, 
natural disasters and viruses.

OPTIONS FOR RECOVERY
The successful recovery of data from a 
drive failure is dependent upon a 
number of factors. There are a number 
of software tools available out in the 
market to help you perform basic 
recovery. But be aware that depending 
on how much you value the data stored 
on the drive, attempts to perform “Do It 
Yourself” may actually lead to 
irrecoverable data loss. The best 
changes of recovery are with the first 
recovery attempt. Make sure it is the 
best possible. A DIY attempt or cheaper 
alternative will put data at risk.

If there are any signs of physical 
damage or unusual noises coming from 
the drives, software  based recovery 
tools are not an option, and are likely to 
make the data damage even worse.

Never open a drive, only in a ISO 
14644-1 class 5 standards clean room, 
should drives be inspected for damage.

In case of encrypted drives make sure 
you have the keys, new tools allow 
companies to recovery for encrypted 
drives in hours instead of days.

Check the warranty of the hardware 
vendor and ask for their recommended 
data recovery vendors. Unprofessional 
data recovery will void warranties.
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Statistics show that the amount of 
data recovery requests from virtual 
machine environments has started to 
rise drastically in the last 24 months. 
To some extent it can be expected 
that this is simply a result of wider 
adoption of virtualized server 
environments, however wider 
adoption is not the whole story. The 
hypervisor layer that makes managing 
virtual machines so easy is a layer of 
abstraction which masks significant 
complexity underneath.

The result is that in addition to the 
typical physical and human errors that 
can lead to a data loss incident, in a 
Virtual Machine environment there are 

additional issues that can lead to data 
loss requiring data recovery services. 
Shared storage across VMs can mean 
that all data is stored in one location 
increasing the risk of a substantial 
data loss incident. 

When virtual infrastructure data loss 
occurs, identifying the root cause and 
recovering the data is a very complex 
exercise, requiring deep expertise and 
extensive knowledge of VMware 
environments. The challenge of 
recovering data from such 
environments is significantly more 
complex than recovering data from a 
single physical drive. 

In addition to RAID failure which is still 
a major cause of data loss in a Virtual 
Environment, there are other causes 
very specific to VMs that result in data 
loss incidents. These include:

• Deleted or reformatted Virtual Disks

• Corrupted Virtual Disk

• Corrupted VMFS Metadata (the 
index to data on the virtual disks) 

The good news is data can be 
salvaged from any one of the above 
incidents. However you need to be 
sure that you use a Data Recovery 
Expert that truly understands virtual 
environments.  In the event you 
experience data loss in a Virtual 
infrastructure you must assess the 
skills and experience of the experts 
you bring in to assist you. Having the 
tools to physically recover data from 
storage media is simply not enough 
without the expertise to understand 
where to look and where the root 
cause may be. The special nature of 
Virtualised Infrastructure means that 
you must be sure that you employ the 
services of a company that not only 
understands recovery techniques but 
also has a deep understanding of 
hypervisor technology.
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Bring Your Own Device (BYOD) is a 
new but very real phenomenon, 
where employees are using their own 
mobile devices to connect to 
corporate IT. Most usually this means 
Smart Phones and Tablets, but it can 
also mean devices such as USB flash 
storage. Whilst BOYD connects users 
to corporate IT, another spin off is 
that company data is also being 
stored on mobile devices. This was 
shown in a research** carried out by 
Kroll Ontrack  which found as many 
as 62% of employees store work data 
on some kind of mobile device.

The advent of BOYD demands that a 
well thought through Data Recovery 
policy is put in place. Issues for 
considerations include;

• Limiting the kinds of corporate data    
   that can be accessed on mobile     
   devices

• Creating mobile access to data     
   which resides and remains on   
   corporate IT

• Security considerations for lost   
   devices, such as remote wipe   
   capability

• Consider making end point security   
   software mandatory for personal   
   device access to corporate data.

These considerations are even more 
important when you consider that 
Mobile devices use Solid State Disk 
(SSD). 

Unlike spinning hard drives which 
retain the data for some time even 
after it has been deleted, when data 
is deleted from SSD it is wiped 
immediately.  SSD employs TRIM 
Support and Garbage Collection, two 
methods which improve write speed 
by permanently clearing data from 
SSD as soon as possible after it is 
deleted. The best chance of 
recovering lost data from SSD is to 
stop writing to the SSD as soon as 
you realise that data needs to be 
recovered.

In addition much data stored on 
BYOD escapes corporate backup 
policies, meaning if that data gets 
destroyed there is a strong chance 
that no backup copy exists to restore 
it. Taking this point into account, it 
cannot be stressed enough just how 
vital a well thought through BOYD 
data recovery policy is.

SSD itself is far more complex than 
traditional Hard Disk Drives when it 
comes to Data Recovery services. 
This is somewhat ironic as due to the 
portability and robustness of SDD 
users and IT staff often have the 
mistaken impression that it is a 
failsafe media.

People have the ill-conceived belief 
and that once data is saved on SSD 
based storage, almost nothing can 
destroy or corrupt that data. 

In reality there are numerous issues 
which could contribute to data loss 
on a mobile device. 

These include: 
• Electronic failure 
• Controller Chip Failure 
• Flash Cell Degradation 
• Damage due to power surges 
• Damage to printed circuit  
   boards 
• Damage to Connectors

When Choosing an expert to build a 
BOYD plans and to be ready and 
available in the even of a mobile 
device data recovery situation, you 
need to ensure that your chosen 
partner has the facilities and 
experience to deal with every 
possible type of SSD that your 
employees may be bringing into 
contact with corporate data.  

When you consider every type of 
different flash card and USB device, 
there are around 20 different types of 
SSD that may be storing your 
corporate data. Only a few companies 
have the experience and ability to 
reclaim data from all of these SSD 
variants.

** Kroll Ontrack commissioned ICM Research to conduct a 
survey with 2,000 employees from across the UK between 10th 
and 12th August 2012.

INCLUDING DATA RECOVERY IN YOUR BYOD POLICY

GUIDE TO:
DATA RECOVERY & 
DATA DESTRUCTION

SPONSORED BY



Every storage technology presents 
different challenges when it comes to 
salvaging data. Further as each 
technology evolves so do the 
challenges of reclaiming data from the 
related devices. Often the biggest 
challenge in data recovery is 
understanding the nature of the media 
from which data is being restored. 

HDD – As vendors innovate to pack 
more capacity into drives (e.g. Hitachi’s 
helium filled drive)  the challenge of 
recovering data from these devices 
becomes more complex.

SSD – Dozens of manufacturers each 
with their own unique technology means 
that skills and knowledge to recover 
data from one type of SSD often cannot 
be used for another type of SSD. 

Malware – 2013 saw the birth of 
CryptoLocker which maliciously 
encrypts data on disks with ransoms for 
the decrypt key.

Tape – The challenges of tape can be 
more complex than other media. Tape 
formats continue to evolve (e.g. LTO 6) 
which is a challenge in its own right. 
However the challenges of tape are 
unique as tapes are used for long term 
archive. As such it is not unusual for 
companies to have very old format 
tapes for legacy data. Because tape is 
stored for long periods of time it can be 
susceptible to things like damp, smoke 
damage and chemical damage. Old 
tape can simply snap during the 
recovery process. Recovery from 
multiple tape formats remain a key 
ongoing requirement for data recovery 
services providers.

Data types – The type of data that 
needs to be recovered also requires 
specific approaches. E-mail, Database, 
Cloud based, File, Encrypted and 
multi-media based data all present 
different challenges.

Forensic Data Recovery – Each of the 
challenges above are complex, 
Sometimes, typically in criminal or 
police investigations, there is a need for 
forensic data recovery. This is a process 
whereby an investigative team ensures 
that the meta data in the recovered 
environment remains exactly the same 
as it was on the machine it came from. 
Ensuring it is an exact point in time 
copy to satisfy legal evidence 
requirements.

When a data recovery situation occurs it 
is important that you understand the 
specific nature of the type of data and 
media you are trying to recover from, 
you also need to ensure that if you 
choose an expert or company to assist 
that they also have experience and 
understanding of your specific issue.
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Most information stored on media, 
whether personal or company, has 
value. Whilst personal data can 
sometimes be taken for granted, many 
companies particularly those in highly 
regulated industries follow strict 
guidelines on data creation, use and 
destruction. High profile data security 
breaches, including revelation by Hold 
Security LLC of 105 million records 
stolen from almost 360 million accounts 
and 1.25 billion email addresses 
available for sale on the cyber black 
market, has pushed the urgency of data 
protection initiatives whether the data is 
in use, on archive or set for destruction. 
BYOD security concerns will see more 
stringent deployment of device 
management solutions to protect 
mobile data. But what about data 
stored on devices due for 
decommissioning or reuse?

Contrary to popular belief reformatting 
does not delete data, neither does 

deleting a file or folder. The data is still 
there. The area on the disk containing 
the data is merely marked as available. 
The old data is there until it is 
overwritten. Overwriting several times is 
one way to ensure that the deleted data 
is deemed irretrievable – per U.S. 
federal government guidelines, the disk 
space occupied by deleted files must 
be overwritten at least seven times.

To be certain there are commercially 
available software tools that support 
data recovery following a deletion or 
formatting. A number of articles are 
publicly available on the Web that offers 
users step-by-step instructions for 
recovering their data following a format. 

So if you accidentally reformatted your 
drive, you can be confident that you 
might be able some if not most of your 
data if you take steps quickly and as 
soon as the incident happens. 
Professional data recovery service 

providers like Kroll Ontrack recommend 
that depending on the value of the data 
on the drive, you may want to have 
recovery experts assess the extent of 
the deletion before moving forward.

On the other hand, if we really wanted 
to destroy the data on the drives, what 
these articles should instill in us is that 
we should not be overly confident that 
easy steps at destroying data, like 
formatting, do not guarantee your data 
is completely destroyed.
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Back in the days of pencil/pen and 
paper, when you want to erase what 
you wrote on a piece of data, you 
either use liquid paper or overwrite on 
the text with a black marker. The 
same principles apply in the digital 
media world.

As we mentioned above, deleting a 
file or folder won’t destroy data. 
Neither is reformatting any more 
secure when it comes to destroying 
data. Performing a reinitialization of 
the drive to its original factory 
configuration by writing zero-value 
bytes (0xF6 for HDDs and 0xF4 for 
flash disks) several times is thought 
to be a secure way of deleting the 
data recorded on the drive. But this 
works best if the software used to 
reinitialize the drive is the same one 
that came with the computer. 

A number of free software tools are 
available on the Web that offers to 
perform data deletion of the drive. 
One of the more popular applications 
is Darik’s Boot and Nuke (DBAN) 
designed for consumer use. However, 
even folks at DBAN have a disclaimer 
on their website saying the company 
does not “guarantee that data is 
removed” and cannot be used in 
drives configured for RAID use. It also 
does not provide proof of erasure, 
such as an audit-ready erasure report. 

in business only highly reputable 
products like Blancco can ensure 
levels of erasure necesary to support 
standards set by organisations such 
as NATO or UK CESG. Further it 
takes reputable data Recovery 
companies to verify the erasure 
procedures for compliance and meet 
audit requirements.

All magnetic storage devices read 
and write data using 
electromagnetism. Data is stored 

digitally in the form of tiny magnetized 
regions on the media where each 
region represents a bit. So introducing 
a magnetic field to a magnetic media 
will alter the state of the data stored 
on the media thereby rendering it 
useless. A degausser is a device that 
generates a magnetic field for 
degaussing magnetic storage media 
thereby permanently destroying data. 
Degaussing on magnetic storage 
media like audio reel-to-reel tapes, 
VHS videocassettes and floppy disks 
causes the creation of new patterns. 
The result is the media becomes like 
new. However, hard drives and some 
tape backup drives not only renders 
the magnetic media completely 
unusable but also damages the 
storage system. 

The reason for this is that the device 
comes with a read-write head 
positioning mechanism that replies on 
special servo control data designed 
to be permanently embedded into the 
magnetic media. This servo data is 
written onto the media at the factory 
using special-purpose servo writing 
hardware, to allow for sudden jarring 
device movements, thermal 
expansion, or changes in orientation. 
Degaussing destroys the servo 

control data and while the drive can 
be reused, it can only be done at the 
factory and only using manufacturer-
specific and often model-specific 
service equipment.

With portable devices, companies 
can make the mistake of thinking a 
factory reset completely erases the 
data. This is not so, in reality even 
mobile devices need to be erased 
using a specialist profesional solution.

Going back to the paper and pen 
analogy, the most permanent way of 
destroying information written on the 
paper is by shredding or burning the 
paper. The same applies to digital 
media. Physically destroying the tape, 
cartridge or drive is the most 
permanent and sure way of making 
the data irretrievable. For this job, the 
basic tools include hammer, power 
drills and screw drivers. There are 
also special-built shredders for these 
types of media. 

The final consideration in the process 
is making sure that your data 
destruction is environmentally 
friendly, recycling precious materials 
is a part of the process that a 
conscientious data destruction 
provider should carry out.

OPTIONS FOR DATA DESTRUCTION 
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